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Committee Letter 

Dear Delegate, 
First off, let me extend to you a warm welcome to VAMUN XXXVIII! The VAMUN team has put a 

great deal of effort and care to make your experience special and fulfilling. 
My name is Sophia Martinese and I am a Third Year student in the School of Engineering and 

Applied Sciences majoring in Biomedical Engineering and pursuing a Business Minor from the McIntire 
School of Commerce. Outside of academics, I enjoy performing arts, ALL things Disney, and spending 
time with family and friends, especially my mother as a lead inspiring mentor to my life. I’m very 
passionate about my Christian Faith and love learning what faiths, creeds, mantras or principles motivate 
others in their lives. Having been involved in Model UN throughout high school and inspired to invest 
interest in global elevated affairs from my mother, I enjoy the ebb and flow of debate and open discussion, 
learning to appreciate new points of view and working towards feasible and promising resolutions. I am 
fascinated by the intersection of science, business and law and am very passionate about the opportunity 
Model UN provides for exploration of those fields.  

Given our current world climate, I am particularly impacted by the significance of our committee 
and topics. Through our investigation of Cybersecurity Around the Globe and Disarmament in Outer 
Space, I look forward to hearing new or re-imagined perspectives and seeing progressive collaboration 
and solution-seeking.  

In committee sessions, I will be looking for each of you delegates to approach your research, 
committee performance and interactions with an open mind and authentic desire to listen. Ensure that all 
of your work, both written and verbally presented, is original and/or properly cited throughout the 
conference. Not only is that strict VAMUN policy, but it also allows for you to apply your own insight to 
the knowledge you gain and become that much more invested in these critical topics, which in my 
experience manifests into an all around fruitful committee experience. Remember to stay focused on 
policy issues during committee sessions and refrain from veering off on tangents, as we only have a 
relatively short time to cover lots of important ground. While strong advocacy for your own position is 
certainly highly valued, the same crucial importance is placed on adopting a spirit of teamwork and 
camaraderie. In my opinion, our nation and globe already experience enough discord, lack of compromise 
and lack of empathy in reality - we as representatives in this “model” setting should strive to “model” the 
spirit of togetherness of which our world is currently in desperate need.  

Finally, I hope you enjoy your all-around experience on UVA Grounds! It is a wonderful place to 
live and study, and if you have any questions related to VAMUN or UVA in general, please feel free to 
email me. Best wishes to you as you venture on your research journey, and I look forward to seeing you in 
committee! 

Sincere Regards, 

 
 

Sophia Martinese 

Chair - Disarmament and International Security (DISEC) 
Contact: sam4cp@virginia.edu 
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Committee Overview 

The General Assembly is the main deliberating body of the United Nations, in which all 

192 of the United Nations member nations are granted membership and equal voting rights. 

Over the years, it has become the primary platform of communication between developed and 

developing nations and is responsible for such procedures as: reviewing reports from the 

Security Council and the Economic and Social Council, making recommendations for 

international political cooperation, developing and systemizing internal cooperation on social, 

economic, educational and health fields, counseling and encouraging peaceful settlements of 

hostile situations among nations, and electing a Secretary General. The General Assembly has 

six main committees: Disarmament and International Security; Economic and Financial; Social, 

Cultural and Humanitarian; Special Political and Decolonization; Administrative and 

Budgetary; and Legal. The General Assembly meets annually in regular session, intensively from 

September to December, and resumes in January until all issues on the agenda are addressed – 

which often is just before the next session starts.  1

DISEC, one of these committees, is the First Assembly and is responsible for issues in the 

following categories: disarmament, global challenges and threats to peace that affect the 

international community. The First Assembly’s goal is to seek out solutions to the challenges in 

the international security regime, and do so in the hopes of resolving hostility and maintaining 

peace without arms, if possible. The Committee works in close cooperation with the United 

Nations Disarmament Commission and the Geneva-based Conference on Disarmament and is 

1 “What We Do: The General Assembly - The UN Foundation.” 
http://www.unfoundation.org/what-we-do/issues/united-nations/the-general-assembly.html?referrer=h
ttps://www.google.com/ . Accessed 14 Sep. 2018. 

 

http://www.unfoundation.org/what-we-do/issues/united-nations/the-general-assembly.html?referrer=https://www.google.com/
http://www.unfoundation.org/what-we-do/issues/united-nations/the-general-assembly.html?referrer=https://www.google.com/


 
 

the only Main Committee of the General Assembly entitled to verbatim records coverage. DISEC 

committee sessions are structured into three distinctive stages: general debate, thematic 

discussions, action on drafts.  

With regard to our committee and the current topics of discussion, the UN has also 

engaged in other initiatives whose histories prove relevant to the matters at hand.  

The United Nations International Telecommunications Union (ITU) launched the Global 

Cybersecurity Index (GCI)  in 2016.  As a brief history, the ITU was initially brought about as the 2

“International Telegraph Union” in 1865 and took its new name in 1932 to reflect the 

technological revolution of communication and maintain its significance on a global scale, now 

having everything from internet, digital broadcasting, and mobile technologies to 3D television 

under its jurisdiction. In 1947, the ITU became a specialized agency of the United Nations 

operating out of Geneva, Switzerland with 193 member countries and over 700 private-sector 

participants - a public/private partnership that ensures the broadest spectrum of information 

acquisition and impact bearing around the world, and manifesting that acquisition & impact via 

their thirteen regional offices including: Addis Ababa (for Africa), Bangkok (for Asia and 

Pacific), Brasilia (for Americas), Cairo (for the Arab States), a Europe Coordination office at ITU 

Headquarters, and an office in Moscow (for the CIS countries).  3

The GCI was brought about by the ITU to “measure the status of cybersecurity 

worldwide,” or more specifically, to monitor and measure the commitment of Member States to 

their approved and recommended cybersecurity initiatives. The five pillars of the ITU Global 

2 “United Nations Launches Global Cybersecurity Index.” 
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/United-Nations-Launches-Global-Cybersecurity-Ind
ex.aspx. Accessed 14 Sep. 2018. 
3 “About International Telecommunication Union (ITU).” 
https://www.itu.int/en/about/Pages/default.aspx. Accessed 14 Sep. 2018. 

 

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/United-Nations-Launches-Global-Cybersecurity-Index.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/United-Nations-Launches-Global-Cybersecurity-Index.aspx
https://www.itu.int/en/about/Pages/default.aspx


 
 

Cybersecurity Agenda are legal, technical, organizational, capacity building and cooperation, 

and those pillars drive the questions which comprise the measurement standards of the GCI.  4

The outer space arms race has also been an ongoing, ebbing and flowing, globally 

interactive dynamic which the UN has taken up measures to investigate and mitigate harmful 

effects, as well as preventative measures for potential future war outbreaks. These measures 

began in 1957, months before the first launch of an artificial satellite into Earth’s orbit - 

“Sputnik”, a project of the Soviet Union. Proposals for preventing space from being used as 

militarized territory, or as storage ground for weapons of mass destruction, were considered in 

the UN during the late 1950’s into the early 1960’s.  5

The UN has multiple organized bodies dedicated to investigating the status of outer 

space in the context of disarmament and international security. The United Nations Office for 

Outer Space Affairs (UNOOSA) was established to “promote international cooperation in the 

peaceful use and exploration of space, and in the utilization of space science and technology for 

sustainable economic and social development.”  The UNOOSA is used as a facilitation tool for 6

legal and regulatory governing frameworks by any UN Member State who seeks to govern their 

own space activities and/or improve the space science technology programs in developing 

countries. During session, UNOOSA serves as the secretariat for the General Assembly’s “only 

committee dealing exclusively with international cooperation in the peaceful uses of outer 

space”, the United Nations Committee on the Peaceful Uses of Outer Space (COPUOS).  In 7

4 “Global Cybersecurity Index 2017.” 
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf . Accessed 14 Sep. 2018. 
5 “Outer Space.” https://www.un.org/disarmament/topics/outerspace/. Accessed 15 Sep. 2018.  
6 “About Us.” http://www.unoosa.org/oosa/en/aboutus/index.html . Accessed 15 Sep. 2018. 
7 “Roles and Responsibilities.” http://www.unoosa.org/oosa/en/aboutus/roles-responsibilities.html . 
Accessed 15 Sep. 2018. 

 

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf
https://www.un.org/disarmament/topics/outerspace/
http://www.unoosa.org/oosa/en/aboutus/index.html
http://www.unoosa.org/oosa/en/aboutus/roles-responsibilities.html


 
 

addition, UNOOSA’s responsibilities include but are not limited to: creating and facilitating the 

Secretary-General’s duties under international space law; conducting international workshops 

and beta projects on topics such as “remote sensing, satellite navigation, satellite meteorology, 

tele-education and basic space sciences” for developing countries via the UN Programme on 

Space Applications; operating a 24-hour satellite imagery hotline during disasters and managing 

the United Nations Platform for Space-based Information for Disaster Management and 

Emergency Response (UN-SPIDER); serving as the current secretariat of the International 

Committee on Global Navigation Satellite Systems (ICG), a committee charged with promoting 

cooperation on matters related to satellite-based positioning, navigation, timing, and other 

value-added services; and maintaining the United Nations Register of Objects Launched into 

Outer Space.  8

With specific regard to COPUOS, as it is the most significant UN governing body in 

terms of discussion and impact to do with outer space warfare, it is specifically tasked with 

“reviewing international cooperation in peaceful uses of outer space, studying space-related 

activities that could be undertaken by the United Nations, encouraging space research 

programmes, and studying legal problems arising from the exploration of outer space.”  The 9

committee has two subsidiary bodies established in 1961: the Scientific and Technical 

Subcommittee and the Legal Subcommittee. The COPUOS has made tremendous strides in legal 

documentation of the treaty and principle form with regards to protecting space, specifically 

with the 1967 Treaty on Principles Governing the Activities of States in the Exploration and Use 

8 “Roles and Responsibilities.” http://www.unoosa.org/oosa/en/aboutus/roles-responsibilities.html . 
Accessed 15 Sep. 2018. 
9 “Committee on the Peaceful Uses of Outer Space.” 
http://www.unoosa.org/oosa/en/ourwork/copuos/index.html . Accessed 15 Sep. 2018.  

 

http://www.unoosa.org/oosa/en/aboutus/roles-responsibilities.html
http://www.unoosa.org/oosa/en/ourwork/copuos/index.html


 
 

of Outer Space, including the Moon and Other Celestial Bodies (“Outer Space Treaty”). This 

treaty outlines international space law at its core, prohibiting the “placement of nuclear weapons 

or any other kinds of weapons of mass destruction in outer space”, as well as articulating that 

space exploration should be executed for the benefit and interests of all countries and national 

appropriation or sovereignty cannot be claimed for the moon and other celestial bodies.  10

The Conference on Disarmament (CD), another UN forum, has considered proposals 

under the agenda item “prevention of an arms race in outer space” since the early 1980s, 

including draft treaties from major world powers such as China, the Russian Federation and the 

United States. The General Assembly reserves the right to officially and documentibly consider 

the matter of the arms race.   11

 

 

 

 

 

 

 

 

 

 

10 “Outer Space.” https://www.un.org/disarmament/topics/outerspace/. Accessed 15 Sep. 2018. 
11 Ben Baseley-Walker, “Outer space, Geneva and the Conference on Disarmament: Future directions,” 
United Nations Institute for Disarmament Research (UNIDIR) (4 Feb 2012). 
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Background 

In our current global climate, technological innovation is at the height of priority for 

nearly every country, with the developing nations focusing on more essential commodities like 

mobile communication while the most developed nations are pursuing the most cutting edge 

technology such as cloud-based artificial intelligence and long-term space crafts. While scarcity 

in the form of a lesser developed financial and technological infrastructure of some countries 

doesn’t support the massive undertaking that is the technological race of today, several United 

Nations initiatives are in place for countries, regardless of their socioeconomic status, to address 

many of the commensurate problems to an expanding technological universe. The following 

paper discusses two important topics relevant to this grand world of technology, and the 

potential detrimental risks associated with them which require UN intervention in the form of 

disarmament and international security. 

 

Topics: 

1. Cybersecurity Around the Globe 

2. Disarmament in Outer Space 

 

Topic 1: Cybersecurity Around the Globe 

 

Our new age of existence operates almost entirely via technology; our names, birthdates, 

social security numbers, credit card numbers, personal medical information and more are all 

 



 
 

likely stored somewhere on the cloud protected, or so you think, by a quintessential password 

that only you are intended to know. Technological developments over the last decade have 

abounded in such tremendous strides that you can purchase a multi-thousand dollar vehicle, 

communicate with people from across the world and share your life story face-to-face, and even 

learn about your ancestry and genetic predispositions to illness, all without leaving the comfort 

of your home. The masses of space in the mysterious cloud of the internet that stores these 

trillions upon trillions of datasets from people all around the world is almost incomprehensible, 

and seems, especially to a layman, entirely unattainable.  But the reality holds that despite how 12

useful and efficient technology and data storage has become, it has also opened a gaping cavity 

full of opportunity for theft and fraud of all this personal and crucial information citizens of the 

world hold near and dear. Some opportunities such as these have been seized in such 

magnanimous efforts that billions of people’s private information has been hacked into, or 

accessed and stolen illegally via the internet, all at once. Access to private information is also not 

the only life-altering issue at stake here - once data can be accessed in such quantity from 

remote locations, in many cases data can also be altered in such quantities. And furthermore, 

the parameters of the accessibility to private data stored online knows no bounds, as individuals 

from paupers living in rural developing regions to elite government officials and corporate 

executives all use the internet as a means of storage and communication.  

Before going down the very complex and problematic rabbit hole of ‘what-ifs’, it is 

important to define exactly the beasts we are dealing with.  

12 “Where is Cloud Data Actually Stored?” 
https://www.bta.com/blog/it-expert-where-is-cloud-data-actually-stored . Accessed 15 Sep. 2018. 
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Firstly, to outline the criminality associated with these events, “cybercrime” is defined as: 

“crimes committed on the internet using the computer as either a tool or a targeted victim.”  13

Different countries use their local sovereignty to amend this definition according to their specific 

agendas and the target actions of the government agencies with jurisdiction in this area. The 

United States Department of Justice separates cybercrime for purposes of research and pursuit 

into three categories: “crimes in which the computing device is the target” (i.e., to gain network 

access), “crimes in which the computer is used as a weapon” (i.e., to launch a denial-of-service 

DoS attack), and “crimes in which the computer is used as an accessory to a crime” (i.e., using a 

computer to store illegally obtained data.  The Council of Europe Convention on Cybercrime, 14

however, defines cybercrime on a much broader scope of internet activities, including but not 

limited to: illegal interception of data, system interferences that “compromise network integrity 

and availability,” copyright infringements, illegal gambling, illegal online solicitation, and 

possession or distribution of child pornography.  15

 

13 Aghatise E. Joseph, “Cybercrime Definition,” Computer Crime Research Center (28 Jun 2006). 
http://www.crime-research.org/articles/joseph06/. Accessed 15 Sep. 2018. 
14 Margaret Rouse, “Cybercrime.” https://searchsecurity.techtarget.com/definition/cybercrime . Accessed 
15 Sep. 2018 
15 Margaret Rouse, “Cybercrime.” https://searchsecurity.techtarget.com/definition/cybercrime . Accessed 
15 Sep. 2018. 
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Figure 1. McAfee report of global cybercrime economic impact. 
https://iadsb.tmgrup.com.tr/c7c2e3/645/400/0/16/1000/636?u=https://idsb.tmgrup.com.tr/2018/02/22/15193
26165153.jpg. Accessed 15 Sep. 2018.  

 

Regardless of how it is defined, cybercrime not only makes a devastating impact on 

personal lives, but it also significantly affects the financial wherewithal of an individual or 

government, as Figure 1 above clearly indicates. All in all, a report produced by security firm and 

software creator McAfee in partnership with the Center for Strategic and International studies 

found that cybercrime is estimated to cost roughly $600 billion dollars globally each year.  16

16 “Study: Global cybercrime costs $600B annually,” French Press Agency, (22 Feb 2018). 
https://www.dailysabah.com/technology/2018/02/23/study-global-cybercrime-costs-600b-annually . 
Accessed 15 Sep. 2018. 
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If cybercrime is the punishable action under review, then cybersecurity can be defined as 

“all measures aimed at protecting computer networks and digitized data from cyberthreats, 

including cybercrimes and other harmful activities.”  More specifically, when national or 17

international security are at stake, cybersecurity becomes redefined to mean all such measures 

aimed at protecting against harmful activities which may impact a large number of individuals 

or hold a risk of significant material damage.  

Cybersecurity has a long and groundbreaking history in the United Nations, which is 

regarded as the main forum through which international discussions on Cybersecurity are held 

and important policy is formulated to help disband large scale cyber attacks (also referred to as 

“cyber terrorism”). The discussion about Cybersecurity in the UN really began in 1998 when the 

Russian Minister of Foreign Affairs wrote to the UN Sec-Gen requesting that a new draft on 

“developments in the field of information and telecommunications in the context of security” be 

circulated.  This draft was adopted by the General Assembly as a resolution in 1999 and focused 18

on the military potential of information and communication technology, being the first UN 

document to express concern about the use of such technology “with the objectives of 

maintaining international stability and security.” The resolution also discussed prevention of 

cybercrime and cyberterrorism, as well as encouraged member states to submit their own views 

on the development of a set of international principles regarding such topics to the 

Secretary-General.  Russia continued to introduce this resolution to the assembly in subsequent 19

years as its sole sponsor, and due to the skepticism from a large portion of the member states 

17 Joanna Kulezsa, et. al., “Cybersecurity and Human Rights in the Age of Cyberveillance,” Rowman and 
Littlefield, p.4-5, (2015).  
18 Anatolij A. Streltsov, “International information security: description and legal aspects,” United Nations 
Institute for Disarmament Research, Geneva (2007).  
19 UN Doc. A/RES/53/70, 4 December 1998, p. 2 

 



 
 

behind Russia’s motivations in doing this, the specific resolution “lay mainly dormant.”  20

However, this served as a critical introduction of cybersecurity policy in the UN and was 

followed with several efforts in the General Assembly. In 2005, the First Assembly underwent a 

dramatic change and finally, Russia acquired several other sponsors on their cybersecurity draft 

resolution (the People’s Republic of China, Armenia, Belarus, Kazakhstan, Kyrgyzstan, 

Myanmar, Tajikistan, Uzbekistan) due to political tension with the then-president of the United 

States George W. Bush after the failed World Summit that year. This was introduced around the 

time when the world began learning about cyber attacks on a massive scale following the 

Distributed Denial of Server (DDoS) attack on Estonia during the Georgian-Russian war. In 

2009 following the U.S. election of President Barack Obama, his administration emphasized a 

drastic turnaround from the previous one in elevating the importance of bringing the parties 

that were divided on this issue in the U.N. together and mending relationships that were 

strained in previous periods. The United States co-sponsored the draft resolution and amended 

the document to achieve more support across the member states by omitting the references to 

articulating a single definition of cybersecurity threats and softened the language surrounding 

the international concepts directed towards preventing cyber attacks and cyber terrorism.  With 21

the United States, Russia and China finally working together, the newest Group of 

Governmental Experts (GGE) put together by the Sec-Gen in 2010 produced a promising report 

full of cooperation and according to Washington Post author Nakashima, they “for the first time 

20 Tim Maurer, “Cybersecurity in a Complex Environment,”  German Review on the United Nations , Vol. 
64 pp. 51-55 (Feb 2016).  
21 John Markoff, “Step taken to End Impasse Over Cybersecurity Talks,” The New York Times (16 Jul 
2010). https://www.nytimes.com/2010/07/17/world/17cyber.html . Accessed 15 Sep. 2018. 
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[had] signaled a willingness to engage in reducing the threat of attacks on each others’ computer 

networks.”  22

Despite the promising glimmer of a spirit of togetherness present in this group, it was 

also apparent that the main superpowers involved in this orchestration were also operating 

under similar differences to the 1998 tension, as the U.S. published its “International Strategy 

for Cyberspace” in 2011 which Russia and China collaborated to produce the “International code 

of conduct for information security. Following the previous GGE’s consensus report, it was 

evident that it lacked substantive direction, so another GGE was formed in 2013 for the purpose 

of expounding upon the previous consensus report and helping to give an actionable framework 

for cybersecurity efforts internationally. The result of this formation made necessary strides in 

recognition, declaring officially that “International law, and in particular the Charter of the 

United Nations, is applicable and is essential to maintaining peace and stability and promoting 

an open, secure, peaceful and accessible ICT environment.”  Yet another GGE was established, 23

expanding from 15 to 20 member states, in 2015, and despite palpable political tension from 

recent cyber terrorism attacks worldwide, the fifth GGE adopted a new consensus report 

outlining a set of “specific norms, for example, protecting authorized emergency response teams 

and critical infrastructure.”  The fifth GGE, which reconvened recently in June of 2017, is now 24

22 Ellen Nakashima, “15 nations agree to start working together to reduce cyberwarfare threat,” The 
Washington Post (17 Jul 2010). 
http://www.washingtonpost.com/wp-dyn/content/article/2010/07/16/AR2010071605882.html?noredir
ect=on. Accessed 15 Sep. 2018. 
23 UN Doc. A/68/98, 24 June 2013, p. 8. 
24 Tim Maurer, “Cybersecurity in a Complex Environment,”  German Review on the United Nations , Vol. 
64 pp. 51-55 (Feb 2016).  
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reported to have reached a stalemate in decision-making, as following their session, there was 

no official consensus report published.  25

 

 

Topic 2: Disarmament in Outer Space 

 

The outer space arms race and the threat of the weaponization of space dates back to the 

1950’s, during which time the space race was main attraction in practically every news source in 

the world. People across the globe wondered whether the United States, Russia or China would 

come out victorious in launching the first satellite into orbit, while the governments of these 

sovereignties frantically gathered the best and brightest minds and wallets from their corner of 

the global political ring, all trying to prove their supreme power and intelligence in the 

development of space technology. On October 4, 1957, the Union of Soviet Socialist Republics 

beat the rest and officially launched Sputnik into orbit - the first time this was ever done in 

human history.  Figure 2 below illustrates the design of Sputnik as presented by the Soviet 26

Union - these designs became famous as the first satellite launched into orbit. This was the 

introduction to a new era: one in which the potential physical warzone spanned tens of 

25 Stefan Soesanto, et. al., “The UN GGE is dead: Time to fall forward,” European Council on Foreign 
Relations (15 Aug 2017). 
https://www.ecfr.eu/article/commentary_time_to_fall_forward_on_cyber_governance . Accessed 15 
Sep. 2018. 
26 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
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thousands of miles away from Earth, and the opportunity to create weapons of mass destruction 

as a matter of “sport and prestige” began.  

 

 

Figure 2. Sputnik design diagram. 
http://www.russianspaceweb.com/images/spacecraft/science/sputnik/ps1_exploded_1.jpg . Accessed 15 Sep 2018. 

 

Following these events, on December 13 of 1958, the 18-member Ad-hoc Committee on 

the Peaceful Uses of Outer Space (COPUOS) was established with the specific charge of 

discussing the “scientific and legal aspects of the exploration and use of outer space,” although 

they did not conduct their first meeting until May of 1959.  On this same date, the First General 27

Assembly adopted its novel resolution related to outer space entitled “Question of the Peaceful 

27 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
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Use of Outer Space,” locatable as Resolution 1348 (XIII). The Soviet Union made additional 

leaps and bounds on January 2, 1959 when they launched Luna 1, known as the “First Cosmic 

Rocket” as it was the first spacecraft to leave geocentric orbit and enter heliocentric orbit. 

Another important note was that this spacecraft provided the first direct observations and 

measurements of solar winds ever in history. In December of that year, the COPUOS was 

established as a permanent committee by the general assembly with Austrian Chairman Dr. 

Franz Matsch, which reflected the understanding that this would be an issue needing tender 

analysis and care for quite some time.  28

Another major breakthrough for Russia was in April of 1961 when they completed the 

first manned spaceflight with cosmonaut Yuri Gagarin in spacecraft Vostok 1. Later this year, 

United States president John F. Kennedy gave a memorable speech about disarmament in space 

to the General Assembly, which served to heighten tensions about the whole phenomenon rather 

than to diffuse them. At this meeting, the first UN register of space objects was established in 

Resolution 1721 B (XVI), entitled “UN Register of Objects Launched into Outer Space.” Later in 

the summer of 1962, an international effort from the US, Britain and France resulted in the 

launch of Telstar-1, the first operational telecommunication satellite.  29

In terms of policy, a very important moment for UN as it relates to Outer Space was in 

December of 1963, when the General Assembly adopted the first legal principles governing outer 

space entitled “Declaration of Legal Principles Governing the Activities of States in the 

Exploration and Uses of Outer Space.” 

28 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
29 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
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Flash forward to 1966, the Soviet probe Luna-9 was the first probe to successfully land 

on the moon in Oceanus Procellarum, and it transmitted fascinating photos of the lunar surface 

back to Earth to the enjoyment of citizens around the world. It was at this point in particular 

when the other global superpowers running just behind Russia, the United States and China, felt 

the most significant pressure to perform and outshine their international competitors. 

Simultaneously, many world leaders expressed concern about the potential harm in increasing 

technological development surrounding spacecrafts. This tension is what likely spurred the 

Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer 

Space, including the Moon and Other Celestial Bodies, otherwise known as the “Space Treaty”, 

which entered into force on October 10, 1967.  30

In August of 1968, the First United Nations Conference on the Exploration and Peaceful 

Uses of Outer Space (UNISPACE) was held, being the first in a series of three global conference 

on outer space, focusing on raising awareness of the vast potential of space benefits for 

humankind.  Potentially the most monumental shift in the progress of the space race came into 31

fruition on July 21, 1969, when the United States were victorious in putting the first ever 

humans on the Moon, Neil Armstrong & Edwin “Buzz” Aldrin on the famous craft Apollo 11.  32

With an emphasis the UN took on involving more nations into the discussion and 

solution of the impending issues surrounding space activities, Humberto Ricciardi of Argentina 

30 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
31 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
32 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
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became the first UN Expert on Space Applications. Ricciardi established the United Nations 

Programme on Space Applications in 1971.  33

Since then, there has been much discussion on a global scale regarding space activities. 

With the rapid globalization of technology and advancement, it has been difficult for 

policy-makers to adjust their legal frameworks in accordance. 

 

Analysis 

The growth of technology and globalization mutually reinforce each other. While the 

process of globalization (i.e. the transformation of industry to reach parameters previously 

unknown) is familiar to our world, the technology, setting and certain features pertaining to this 

particular era of globalization are brand new. This era of globalization is transforming the 

economy, employment, migration, technology, communications, the environment, social 

systems, cultures and governance - all relevant to the issues at hand of cyber security and space 

arms development. The interdependence of nations around our globe is growing alongside 

international integration, but is accompanied by the disintegration of other fundamentals many 

citizens of the world have always known to be true. The question then becomes, is globalization a 

threat to humanity, or is it salvation?  

 

 

33 “Timeline: UN and Space.” http://www.unoosa.org/oosa/en/timeline/index.html . Accessed 15 Sep 
2018. 
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Topic 1: Cybersecurity Around the Globe 

 

The international community has continued to gain awareness of the pervasive and 

invasive nature of cyber attacks, and thus has become increasingly alarmed and invested in 

heightening diplomatic efforts to stop cyber attacks and cyber terrorism. One of the central 

forums internationally to engage in such diplomatic efforts is the United Nations, and 

specifically the First General Assembly Disarmament and International Security, considering 

policy on cybersecurity in the context of international peace and security.  

A worthy place to begin analysis of the current state of Cybersecurity globally is to review 

the nature, both content-wise and geopolitical, of the most recent acts of international cyber 

crime. Figure 3 below illustrates some significant cyber attacks in the last few years that have 

made resounding impacts on the international community, both negative in terms of the effects 

of the crime and positive in terms of the scope of awareness and heightened security measures. 

 



 
 

 

Figure 3. Diagram of international cyber attacks and main context for 2015 & 2016. 
https://ec.europa.eu/epsc/sites/epsc/files/26973.png . Accessed 15 Sep. 2018. 

 

An important event to highlight in Figure 3 above is the December 2015 & 2016 attacks 

on the power grid in Ukraine. This incident left political officials and citizens alike around the 

world shell shocked, as it was the first known blackout during a political conflict to have been 

caused by malware.  Furthermore, it was discovered after another devastating attack on 34

Ukraine’s banks, government and power grid in 2017 that Russia was directly behind these 

deliberate attacks.  Cyber experts at the National Cyber Security Centre, a United Kingdom 

34 Robert Lee, et.al., “Analysis of the Cyber Attack on the Ukrainian Power Grid,” E-ISAC, pp.1 (18 Mar 
2016).  
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Government Agency, say the GRU Russian military intelligence almost certainly disguised their 

attack on the Ukrainian state.   35

Since Russia spearheaded the cybersecurity efforts in the UN back in 1998 and has 

pushed cybersecurity principles upon the Member States for potential adoption very adamantly 

since then, their alleged and confirmed involvement on the criminal side of several of the recent 

global political cyber attacks serves to perpetuate the image of hypocrisy associated with them 

on these topics, as was the case back in 1998 also. Lord Ahmad of Wimbledon, Foreign Office 

minister for cyber security  told The Telegraph: “We have entered a new era of warfare, 

witnessing a destructive and deadly mix of conventional military might and malicious cyber 

attacks… Russia is ripping up the rule book by undermining democracy, wrecking livelihoods by 

targeting critical infrastructure, and weaponising information. We must be primed and ready to 

tackle these threats.”  36

 While that highlights an aspect of the progress in this arena that has been thwarted or 

diverted at minimum, the GCI for 2017 colors the scene with some hope and notable growth 

across the world for improvement in cybersecurity measures within each sovereign member 

state’s domain, coupled with some suggestion and certain for further progress. According to the 

report, about 38 per cent of countries have a published cybersecurity strategy and an additional 

12 per cent of countries are in the process of creating one. The top 10 highest scoring countries 

according to the five pillars of measurement for the GCI are (in order): Singapore, United States, 

35 Ben Farmer, “Russia was behind ‘malicious’ cyber attack on Ukraine, Foreign Office says,” The 
Telegraph, (15 Feb 2018). 
https://www.telegraph.co.uk/news/2018/02/15/russia-behind-malicious-cyber-attack-ukraine-foreign-o
ffice/. Accessed 15 Sep. 2018. 
36 Ben Farmer, “Russia was behind ‘malicious’ cyber attack on Ukraine, Foreign Office says,” The 
Telegraph, (15 Feb 2018). 
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Malaysia, Oman, Estonia, Mauritius, Australia, Georgia, France and Canada. Russia is ranked 

11th on this list.   37

Some articulated solutions, other than amending and expanding upon published strategy 

for counteracting cyber threats, have been voiced by various organizations worldwide. 

Companies like Microsoft are advocating that there should be a required state reporting of cyber 

vulnerabilities so that users and citizens can be warned in ad vance of pertinent government 

knowledge and help prevent themselves from undergoing attack. The Organization for Security 

and Cooperation in Europe, the Shanghai Cooperation Organization, and other regional and 

international organizations have also started to elaborate their views on cyber issues, as have 

individual countries, alliance groups, and companies. Many analysts agree that a bottom-up 

approach in developing international standards and concepts via the UN using these 

individually developed strategies would be useful in propelling the discussion and 

solution-seeking.  The United States and 55 other countries have signed the Budapest 38

Convention on Cybercrime , set out to pursue a “common criminal policy aimed at the protection 

of society against cybercrime, especially by adopting appropriate legislation and fostering 

international cooperation,” but Russia and China have not.  39

Secretary-General Hamadoun Toure of the ITU said at the launching of the GCI in 2016, 

“Greater connectivity also brings with it greater risk. As our physical and cyber worlds overlap, 

37 “India ranks 23rd among 165 nations in cybersecurity index.” (6 Jul 2017). 
https://economictimes.indiatimes.com/tech/internet/india-ranks-23rd-among-165-nations-in-cybersecu
rity-index/articleshow/59478111.cms . Accessed 15 Sep. 2018. 
38 Elena Chernenko, et.al., “Increasing International Cooperation in Cybersecurity and Adapting Cyber 
Norms,” (23 Feb 2018). 
https://www.cfr.org/report/increasing-international-cooperation-cybersecurity-and-adapting-cyber-nor
ms . Accessed 15 Sep 2018. 
39 Convention on Cybercrime, Treaty No. 185. 
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185 . Accessed 15 Sep 2018. 
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there is an increased need to address the related challenges of ensuring security, human rights, 

rule of law, good governance and economic development.”  As the potential impact of cyber 40

threats on the world continue to increase in quantity and complexity, it is critical that the 

progress already underway continues to resound for the optimal safety and security of citizens 

and governments around the globe. 

 

 

Topic 2: Disarmament in Outer Space 

 
Space activities have become more and more relevant to humanity over the last 50 years 

of development in that area, and with increased relevance comes increased significance and 

impact on: global economies, global wars, and even daily life. The international community has 

recognized the impending need to address the concerns of space usage and therefore, develop 

the means (i.e. governing body) to do so, to hopefully ensure the stability of space and 

“safeguard space’s long-term utility.”  In the United Nations system space issues were first 41

addressed by the Committee on the Peaceful Uses of Outer Space (COPUOS), founded in 1959. 

However, this Committee’s mandate is focused solely on peaceful uses of outer space, so the 

question of how to treat threats of weaponization in space and the relevant international security 

implications has fallen under the jurisdiction of the UN Conference on Disarmament (CD) as the 

40 “United Nations Launches Global Cybersecurity Index.” 
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/United-Nations-Launches-Global-Cybersecurity-Ind
ex.aspx. Accessed 15 Sep 2018. 
41 Ben Baseley-Walker. “Outer space, Geneva and the Conference on Disarmament: Future Directions.” 
(Feb 2012). https://doi.org/10.1016/j.spacepol.2011.08.002. Accessed 15 Sep 2018. 
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negotiating body. The system currently in place, however, has several nations suspicious of the 

secrecy in the realm of space arms development that other superpowers are undergoing, and the 

policy has not been articulated to a specific enough degree to make an impact. In summary, 

many members of the First Assembly agree that the system for discussing such issues is 

inefficient and must be revised. “The vocabulary, mindset and other parameters are all designed 

to allow the international community to address more traditional arms control topics such as 

nuclear weapons.”  However, the technology surrounding space activities since the founding of 42

the CD has drastically changed and these changes must be reflected in the international 

discussions and documentation in order to have an impact on the current footprint of space 

activity.  

Since the Cold War, the sheer number of nuclear weapons existing worldwide has 

substantially declined: from a peak of approximately 70,300 in 1986 to roughly 14,485 in early 

2018, or in other words, roughly a %20 decrease in available nuclear arms.  One potential place 43

to attribute the successful disarmament in nuclear capacities is the several existing arms control 

agreements put in place by the UN and between sovereign nations such as the United States and 

China. It is important to note, however, that a comparison of quantity of forces does not 

necessarily indicate a backing down of nuclear warfare development, as nuclear arms today are 

vastly more capable than their multiple counterparts of 50 years prior. 

Out of the current 14,485 warheads theoretically intended be used/detonated in outer 

space, approximately 9,335 are in the military stockpiles while the rest are awaiting 

42 Ben Baseley-Walker. “Outer space, Geneva and the Conference on Disarmament: Future Directions.” 
(Feb 2012). https://doi.org/10.1016/j.spacepol.2011.08.002. Accessed 15 Sep 2018. 
43 Hans M. Kristensen, et. al., “Status of World Nuclear Forces”. (June 2018). 
https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/. Accessed 15 Sep 2018. 
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dismantlement. Out of the stockpiles figure, around 3,750 warheads are deployed with 

operational forces, of which about 1,800 US, Russian, British and French warheads are on high 

alert and ready for use on short notice. The United States and Russia own approximately 93 

percent of all nuclear warheads, and each possess around 4,000 in their respective stockpiles; 

comparatively, no other armed state justifies more than a few hundred warheads for their 

stockpile of national security.  Figure 4 below gives a helpful visual representation of these 44

estimations, with an analysis over time. The 1986 peak is particilarly evident and gives an 

indication of the heightened wartime tensions during that era of nuclear development for the 

outer space arms race. 

 

Figure 4. Visual representation of global nuclear warhead inventories with highlight on global superpowers US and 
Russia. https://fas.org/wp-content/uploads/2014/05/History2018.jpg. Accessed 15 Sep 2018. 

 

44 Hans M. Kristensen, et. al., “Status of World Nuclear Forces”. (June 2018). 
https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/. Accessed 15 Sep 2018. 
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A whopping percentage of the global spending on space warfare, which correlates to the number 

of nuclear warheads present in stockpiles, is from the United States - nearly $40 billion dollars, 

or 69% of the global spending as of 2009. As the technology to create increasingly powerful 

warheads becomes increasingly expensive, this figure will be expected to grow, even with 

international treaties and regulations on the development of the space race. Figure 5 below 

illustrates global spending on space as of 2009.  

 

Figure 5. Space spending from the perspective of the United States vs. the rest of the world and major superpowers. 
https://library.cqpress.com/cqresearcher/file.php?path=/images/CQ_Researcher/g20110816-spending.gif. 
Accessed 15 Sep 2018. 

 

As of today, no country has ever deployed “offensive weapons” in space or attacked another 

country’s satellites, and only a few tests have occurred in which a country destroyed its own 
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satellites. China, being one of these few, shot down one of its weather satellites in 2007 to test an 

anti-satellite (ASAT) weapon. The United States also harpooned its own spy satellite that was 

malfunctioning in 2008, and previously destroyed one via test in 1985.  India’s national 45

response to these shoot-downs was to conduct an ASAT test mostly to let the world know they 

had the capacity to do so, according to Wing Commander Ajey Lele, former Indian Air Force 

officer and research fellow at the Institute for Defence Studies and Analyses in New Delhi.  46

Although there have been these few occurrences of satellite attack, China’s incident in 2007 

caused the biggest tension in the global space policy community, not only due to its sudden and 

aggressive nature, but also due to the huge cloud of space debris (roughly 2,000 pieces) it 

created. This Chinese test demonstrated the fact everyone knew: satellites are vulnerable, 

extremely so, largely because they are fragile with intricate electronics and they travel in fixed 

orbits. Figure 6 below depicts a 2009 assessment of the countries w ho have launched satellites, 

which is a fairly accurate assessment to date. 

 

45 Konstantin Kakaes. “Can a global treaty prevent hostilities in space?”. 
https://library.cqpress.com/cqresearcher/document.php?id=cqrglobal2011081600. Accessed 15 Sep 
2018. 
46 Konstantin Kakaes. “Can a global treaty prevent hostilities in space?”. 
https://library.cqpress.com/cqresearcher/document.php?id=cqrglobal2011081600. Accessed 15 Sep 
2018. 
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Figure 6. Countries that have launched satellites as of February 2009. 
https://library.cqpress.com/cqresearcher/file.php?path=/images/CQ_Researcher/g20110816-launchmap.gif. 
Accessed 15 Sep 2018. 

 

In summary, Global dependence on the space sector is increasing rapidly. However, the 

growing challenges outer space poses to international security have not, as yet, been effectively 

addressed in the United Nations Conference on Disarmament (CD) or in other arenas equipped 

to address these issues around the world. As potential conflicts in outer space emerge, having 

invested bodies and communities such as the CD and a powerful force of disarmament 
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diplomats and NGOs to act as an informed hub on space and disarmament issues is essential to 

the disarmament and maintenance of peace in our international communities and outer space. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

Questions to Consider 

As you engage upon research of these topics that is relevant to both your represented country 

and the UN as a whole, first ponder the following questions which may help you direct your 

research more poignantly.  

1. What are some distinguishing factors in international law between access to internet 

privacy and access to internet security? Specifically, what measures have governments 

taken globally to strike the balance among citizens between allowing them access to 

internet privacy and ensuring the cyber security of their data? 

2. How do the nuclear arms race and the prevailing issues of cyber security overlap? What 

areas of international law and significance address both of these global occurrences and 

why? 

3. Why have certain sovereignties elected to be a part of the nuclear arms race while others 

have not? What factors contribute to the superpowers’ prolific “success”? 

4. Where do the issues of cyber security threats and nuclear arms project to be in the next 5, 

10, 20, 50  years in terms of obsolescence? Will other issues likely take their place? If so, 

which issues will arise? 

 

 

 
 
 
 

 



 
 

Research Tools and Resources 

There are a plethora of incredible sources available on the web that explain each of these topics 

in great detail and a variety of perspectives. I definitely want you to try and seek out those gems 

of knowledge on your own, but in terms of starting off your research and getting your bearings, I 

would recommend looking through the following sites: 

1. GCI 2016 & 2017 

a. 2016: 

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2016.aspx  

b. 2017: 

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf  

 

2. History of Outer Space and the UN 

http://www.unoosa.org/oosa/en/timeline/index.html 

 

3. Analysis of Major Superpowers in the Space Race 

https://www.history.com/topics/cold-war/space-race 
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